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About This Book

This guide provides a detailed description of Freescale’s Embedded Bootloader.

The Embedded Bootloader is intended for use with the IEEE® 802.15.4 evaluation kits (EVK). However,
it will be possible to use the Embedded Bootloader to upload applications in the development phase, but it
cannot provide any kind of debug facilities.

The Embedded Bootloader provides an easy and inexpensive way to upload new firmware and eliminate
the requirements for expensive debug/development tools. The only requirement is a standard PC with an
RS232 UART/USB interface running Windows 2000 or XP.

The Embedded Bootloader must be used with the Zigbee Flash Tool which can be found in the Test Tool
Suite ‘Test Tool.exe’.

This document describes Embedded Bootloader version 4.10.

Audience

This document is intended for application developers.

Organization

This document is organized into five chapters.

Chapter 1 Embedded Bootloader Description — This chapter gives an overview of the
Embedded Bootloader.

Chapter 2 Using the Embedded Bootloader — This chapter describes the basic
functionality of the Embedded Bootloader.

Chapter 3 Test Tool, Zigbee Flash Tool — This chapter describes the Zigbee Flash Tool.

The GUI and Command Line versions are covered.

Chapter 4 Public Function Description — This chapter provides a description of the
defines and functions in the Embedded Bootloader.

Chapter 5 Memory Map — This chapter describes the Bootloader Memory Map.

Conventions
This document uses the following notational conventions:

*  Courier monospaced type indicates commands, command parameters, code examples,
expressions, data types, and directives.

» Italic type indicates replaceable command parameters.

*  All source code examples are in C.

Definitions, Acronyms, and Abbreviations

BDM Background Debug Module
GUI Graphical User Interface
MAC Medium Access Control
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MCU
NVM
PC
PCB
S19

BDM debugger

EVK board
Safe Mode Boot

References

MicroController Unit
None-Volatile Memory
Personal Computer
Printed Circuit Board

‘S19’ is the file extension used for the Motorola binary image format. The S19
file encapsulates the binary image as a list of ASCII records. Each record
contains a length -, address -, data - and checksum field. The 16 bit address field
allows a memory space for up to 64 KB. The S19 can be generated with
Metroworks Codewarrior IDE and is the product from the linking process. S19
does not contain additional information to a debugger (where to look for source
files).

A debugger using the BDM interface for communication with the MCU. An
example is the P&E BDM Multilink debugger for HCSO08.

This term covers the DIG-528-2 (EVK) and DIG536-2 (SARD) boards.

The Embedded Bootloader boots up using safe default system values.

[1] Freescale 802.15.4 MAC/PHY Software Reference Manual, 802154MPSRM/D.

[2] Zigbee.hlp (see Test Tool installation directory .\help)

[3] Freescale MCO90SHCS08GB60/GT60 MCU Data Sheet, MC9S08GB60/D

[4] Freescale Application Note, Handling MAC Address Erasure, AN2825/D

[5] Freescale Application Note, Zigbee/802.15.4 Evaluation Kit, Quick Start Guide, AN2772/D

Revision History

The following table summarizes revisions to this manual since the previous release (Rev. 2.2).

Revision History

Location Revision

Entire Document This document's updated format reflects that the

Semiconductor Products Sector of Motorola, Inc.
became Freescale Semiconductor, Inc. in 2004.
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Chapter 1
Embedded Bootloader Description

The Embedded Bootloader is intended for use with the IEEE® 802.15.4 evaluation kits (EVK). However,
it will be possible to use the Embedded Bootloader to upload applications in the development phase, but it
cannot provide any kind of debug facilities.

The Embedded Bootloader provides an easy and inexpensive way to upload new firmware and eliminate
the requirements for expensive debug/development tools. The only requirement is a standard PC with an
RS232 UART/USB interface running Windows 2000 or XP.

The Embedded Bootloader must be used with the Zigbee Flash Tool which can be found in the Test Tool
Suite ‘Test Tool.exe’.

This document describes Embedded Bootloader version 4.10.

The Embedded Bootloader is located in a protected 4 KB flash block in the highest memory area
(0xF000-0xFFFF) of the Freescale MC908HCS08GB60/GT60 microcontroller. (It cannot be accidentally
erased.) A BDM debugger is required to erase the Embedded Bootloader. See the Handling MAC Address
Erasure Application Note, AN2825/D

1.1 Target
The Embedded Bootloader runs on the Freescale MC908HCS08GB60/GT60 MCU.

The MC908HCS08GB60/GT60 is a member of Freescale’s low-cost, high-performance HCS08 family.
The MC908HCS08GB60/GT60 has 60 KB embedded flash (flash sector size of 512 bytes) and 4 KB
embedded RAM..

The Embedded Bootloader uses the MC13192 CLKO, which runs at 62.5 KHz.
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1.1.1 Ported Targets

The Embedded Bootloader must be ported (I/0 mapped) to a specific PCB for proper functionality and is
currently ported to the following Freescale PCBs:

Axiom AXM-0308:

* PC Communication Interface: RS232/UART on COM1 (SCIO0)/
RS232/UART on COM2 (SCI1)
* Safe Mode Boot Short pins 2-3 on COM1 (SCI0)/
COM2 (SCI1)
*  Version Number “AX-0308 Ver 4.10”
DIG528-2 EVK
* PC Communication Interface: RS232/UART on COM1 (SCIO0)/
USB (SCI1)
* Safe Mode Boot Short pins 2-3 on COMI1-port (SCIO)
*  Version Number “528&536 Ver 4.10”
DIG536-2 SARD
* PC Communication Interface: RS232/UART on COM1 (SCI0)
* Safe Mode Boot Short pins 2-3 on COM1-port (SCI0)
*  Version Number “528&536 Ver 4.10”
1.2 Features

The following features are supported:

* Upload firmware (802.15.4/application) in Motorola S19 record format through UART/USB. The
S1 data record length must be set to 32 bytes

* Initialize memory of uploaded firmware

* Initialize the system clock. Self clocked mode and MC13192 clock setup. Power save mode
supported

* Run time update/change of the NVM

NOTE

See the Freescale 802.15.4 MAC/PHY Software Reference Manual,
802154MPSRM/D, for a detailed description on NVM layout and values.
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1.2.1  Optional Firmware Upload Settings
*  Skip flash erase

0 Disabled The802.15.4/Application/NVM (except production data section) is
erased (default)

0 Enabled The802.15.4/Application/NVM isNOT erased

» Erase production data (get production data from firmware file)

0 Disabled Theproduction data section (with MAC address) in NVM are preserved.
All other NVM values are updated with the values from the S19 record
file (default)

0 Enabled Theproduction data (with MAC address) and all other valuesin NVM
areerased. All NVM values ar e updated with the values from the S19
record file

NOTE

Care must be taken when enabling this option. The user must save a
backup of vital production data (MAC address). The production data can
be manually added to the NVM structure in the NV_Data.c file.

* Do not reset after upload

0 Disabled Thesystem isautomatically reset after upload (default)
0 Enabled Thesystem must be manually reset by user

*  Skip firmware checksum verification

0 Disabled A checksum verification of the S19 file data record is performed ?
(default).

NOTE

The Embedded Bootloader will report the address of the first data
mismatch found in the current S19 data record. System must be reset.

0 Enabled Nochecksum verification isperformed. Flash programmingerrors
cannot be detected.

* The UART/USB communication link is also protected with a protocol checksum.
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1.3

1.4

1-4

Benefits

Users do not have to buy expensive third party debug/development tools to get started.

Users can update the 802.15.4/Application firmware without having to build in additional code
for interfacing to the Embedded Bootloader (See Section 2.1.3, Safe Mode Boot).

Firmware can be updated after production by users. However, this requires that the final product
has a communication interface (UART/USB).

Auto-Detection of PC communication interface (see Section 1.1, Target).

User can update the 802.15.4/Application firmware even when it is malfunctioning (See Section
2.1.3, Safe Mode Boot).

The 802.15.4/Application firmware does not have to include initializing or flash programming
code and can thereby minimize code size.

Any NVM data, specified by the 802.15.4/Application, can be updated.

Potential Issues

Uses 4 KB of flash (~6.7 % on a MC908HCS08GB60/GT60) and 272 bytes of RAM
(~6.7 % on a MC908HCS08GB60/GT60)

Extended power/boot up time (~17ms) because the Embedded Bootloader must detect the
presence of an application.
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Chapter 2
Using the Embedded Bootloader

This chapter describes the Embedded Bootloader functionality. A detailed description of the functions
briefly mentioned in this chapter can be found in Chapter 5, Embedded Bootloader Memory Map.

21 Upload Firmware

The Embedded Bootloader can be used in different system configurations depending on the PCB and the
application. The application should have a user interface feature that makes it possible for the application
to call the Enable Download Firmware() function:

The application can optionally call the Hard Reset() function to perform a reset, or the board can be reset
manually. The board will now start up in Embedded Bootloader mode.

Start the PC-Tool. See Chapter 3 for more information.

2.1.1 Use Case One

In this case, users send a specific command via the UART to enable firmware upload

MC908HCS08GB60"/MC13192 PC

B Application Test Tool

o

0 NVM

t

1 802.15.4 MAC

o

d 802.15.4 PHY

e RS232

r | Device Driver| UART®? i — UART or USB
Y Or MC908HCS08GT60
?0r USB

Figure 1. Application Supporting RS232 UART or USB Interface
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2.1.2 Use Case Two
In this use case, users push a button on the board to enable firmware upload.
MC908HCS08GB60"/MC13192

B Application

0

0 NVM

t

1 802.15.4 MAC

0

User Interface

d 802.15.4 PHY Push Buttons

e /O

r | Device Driver| GPIO [« » S101 | S102 | S103 [S104
" Or MC908HCS08GT60

Figure 2. Application Supporting an 1/O Interface

2.1.3 Safe Mode Boot

The Safe Mode Boot Mode is a special startup mode where the Embedded Bootloader boots using safe
system settings thereby resetting the system to a known state.

The Safe Mode Boot can be used to disable the detection of an invalid/malfunctioning application due to
things like code errors, corrupt NVM data, or internal flash programming errors among others. All the
NVM memory (except production data and MAC address) is completely erased.

The Safe Mode Boot can also be used to upload firmware without first calling the
Enable Download Firmware() function. This could be useful if the use cases (as shown in Section 2.1,
Upload Firmware) are not applicable.

Users must perform the following steps to conduct a Safe Mode Boot.

1. Power off the board

Disconnect RS232 UART cable (if the RS232 UART interface is used)
Short UART TX and RX (pin 2-3)

Power up again. All LEDs are off.

Wait until LED1 goes on (< 1 second)

Power off the board

A
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7. Remove short from UART TX and RX and connect UART cable again (if the RS232 UART interface
is used)

8. Power up again
9. Embedded Bootloader is ready to receive new firmware (all LEDs on)

10. Start the PC-Tool. See Chapter 3, for more information.

2.2 Updating Non-volatile Memory (NVM)

The following steps show how to update the NVM data from an application (code).

1. The Embedded Bootloader must be present on the EVK board. All EVK boards are shipped with
Embedded Bootloader pre-programmed in flash.

NOTE

The Embedded Bootloader can only be erased/programmed with a BDM
debugger.

2. Call the Update NV_RAMY() function. This function can change any NVM data.

2.2.1 An Example of How to Change the MAC Address

The following code shows an example of how to change the MAC address.
Updat e_NV_RAM &(NV_RAM pt r- >MAC_Address) [ 0], &pPacket [ DATA | NDEX], 8);
NOTE
pPacket — contains the new MAC address.

Any NVM data can in code be read as a normal construct. For example,
use the NV_RAM ptr to get access to individual data.

2.3 Changing The System Bus Frequency

The MC908HCS08GB60/GT60 starts in 4 MHz self clocked mode. The init code changes this to 8 MHz
after a few instructions from reset.

If NVM data is found the system clock (MC908HCS08GB60/GT60 ICG module and MC13192 CLKO),
UART baud rate and other options are setup as specified by the downloaded application. The baud rate
depends on the NVM values specified by the application. See the Freescale 802.15.4 MAC/PHY Software
Reference Manual, 802154MPSRM/D, for more details.

If no NVM data can be found, the following (safe mode boot) values are used:

* MCI13192 CLKO =62.5 KHz
*  MC908HCS08GB60/GT60 bus clock = 16 MHz
* UART baud rate 19200 kbps, 8 data, 1 start, 1 stop, none parity.
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Chapter 3
Test Tool — Zigbee Flash Tool

The Zigbee flash tool is a part of the general Zigbee Test Tool. This chapter provides a brief description
of how to use the Zigbee Test Tool to upload new firmware. For more details about installation and other
features, see the documentation for the Zigbee Test Tool and the Zigbee.hlp file in Test Tool installation
directory .\help.

The flash programming part of the Test Tool can be used with two different user interfaces.
1. The GUlI-version in ‘Test Tool.exe’

2. The command line version in ‘Bootloader.exe’ in the ‘S19’ folder.

This description covers version 4.10 of the Test Tool.

Uploadable applications in Motorola S19 file format must be copied to the .\Freescale\Test Tool\S19
directory in advance. Copy any new applications in S19 format to this folder.

NOTE

Look for new or updated applications at the Freescale Zigbee/802.15.4
web page.
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3.1 Graphical User Interface (GUI) Version

To use the GUI version of the Test Tool, execute the following file:
.\ Freescal e\ Test Tool\”Test Tool .exe”"

3.1.1 Using the Tools Menu Option

After clicking on the Tools menu option, click the Communication Settings option to choose the baud rate
specified for the current embedded application.

Notice that applications require that you push one or more buttons or some other functions to enable
upload of new firmware. See the Zighee/802.15.4 Evaluation Kit Quick Start Guide, AN2772/D, for a
description of what to do for a specific application.

If no application is downloaded, use the default settings specified for the Embedded Bootloader. See
Section Chapter 2 for more information.

Use the Add... buttons. Click “Close”.

Tools Menu Baud Selection
Buttons Add Buttons Close Button

Fili Test Tool

File Wiew Tools ‘Window Help

List of Devices

Mame | Location | Type | Add Intemal...l

ZigBee: COM2 [15200] 10000 ZigBee Device
ZigBee: COME [13200] 10001 ZigBee Device Add Extemal..

Figure 3. Tools Menu Selection
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3.1.2 Using the View Menu Option

After clicking the View menu option, select the Zigbee ‘Embedded Bootloader’ menu option. Then select
port COMx and click “OK”. Choose the baud rate specified for the current embedded application. See
the Zigbee/802.15.4 Evaluation Kit Quick Start Guide, AN2772/D, for a description of what to do for a
specific application.

If no application is uploaded, you must use the default settings specified for the Embedded Bootloader.
See Section Chapter 2 for more information.

iTest Tool - Emb

NOTE

If the USB interface is used, the USB option appears as a new COM port.

edded Bootloader - [Embedded Bootloader]

T File Wiew Too

Iz Window Help

=10l x|
=181 x|

File Tools Help

r— Optional Firmmware:
I Skip flash eras

upload settings:
2

I Erase production data [get production data from fimware file)
I Do rict reset after upload
™ Skip firmware checksum verfication

r~ Flash Section:

Upload |
NW-BAM Info |

Application Files

EWK_PTC_Dema_w_Freeloader
EVK_PTC_Demo_w_Freeloader_104
EVK_PTC_Demo_w_Freeloader_104_115200

EVK_PTC_Demo_w_FreeLoader_104_14_24 15200
EVK_PTC_Demo_w_Freeloader_104_16_78_19200
EVK_PTC_Demo_w_Freeloader_anden_clock,
EYK_PTC_Demo_w_FreeLoader_chk_fejl_Ox11BF
EVK_PTC_Demo_w_Freeloader_chk_fejl_0x380B
EVK_PTC_Demo_w_Freeloader_chk_fejl Mk
EWK_PTC_Demo_w_FreeLoader_with_prod_data
EWEK_Switch_Demo_w_Freel oader
EVK_Switch_Demo_w_Freeloader_104
EK_Switch_Dema_w_Fresloader_104_max_power
PTC_Demo

PTC_Dema Select Device

SARD_Accelerometer_W2

SARD_Accelerometer W2
SMAC_Accelerometer_W2_test_update_wersion
Switch_Dema

Switch_Demo

Narne:

| Location

| Type

Zigkiee: COM2 [13200]
ZigBes: COME [19200]
Ziges: COME [19200]
Zigkiee: COME [115200]
ZigBes: COME [115200]
Ziges: COM2 [115200]

4

10000
10001
10002
10003
10004
10008

ZigBee Device
ZigBee Device
Zighee Device
ZigBee Device
ZigBee Device
Zighee Device

Cancel

Upload progress: |

teady

T

Figure 4. View Menu Option
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3.1.3 Selecting the Firmware File to Download

In the ‘Flash Section’ window, click on the application file to uploaded and then click on the “Upload”
button. The upload progress bar begins to indicate upload progress.

Upload Application
Upload Button Progress Field Files

EII Test Tocl - Embedded Bootloader - [Embedded Bootloader - ZigBee: COMZ [1'200]] - |EI|5|
] File Vigw Tools ‘Window Help == x|
Flle Toals ’He\g
r— Optional Firmware upload seftings: [ /
™ Skip|flash erase
™ Erage production data [get production data fom firmware file)
™ Do fict reset after upload
I Skip firmware checksum verfication
—Flash*l:tion: / l
Upload | Application Files l I |
EVK_PTC_Demo_w_Freel oader
HY-Réshd |Nf°| EVK_PTC_Demo_w_Freeloader_104
EYK_PTC_Demo_w_FfeeLoader_104_115200
EVK_PTC_Dema w Freeloader_104_14_24 19200
EVK_PTC_Dema_w_Freeloader_104_16_78_15200
EVK_PTC_Demo_w [Freeloader_anden_clock,
EWK_PTC_Demo_w) FreeLoader_chk_fejl_Ox11BF
EVK_PTC_Demo_w Freeloader_chk_fejl_0x3808
EVK_PTC_Demo_y Freeloader_chk_fejl MW
EVK_PTC_Demao_ g Freeloader_with_prod_data
EVEK_Switch_Derp_w_Freeloader
EYEK_Switch_Demo_w_Freeloader_104
Upload progress: |
[
Ready K UM 4

Status/Error
Information Field

Figure 5. Firmware Download

The Status/Error Information Field shows the Status/Error Information received from the Embedded
Bootloader.
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After a successful upload of the firmware, the window appears as shown in Figure 6.

NOTE

A system reset is performed (default) after upload as shown in Figure 6.

Automatic Reset
Enabled

i Test Tool - Embedded Bootloader - [Embizdded Bootloader - ZigBee: COM2 [19200]]
1 File View Tools Window Help
File Tools Help /

=lolx|
=181

r— Optional Firmware upload settings:
[~ Skip flash erase
[~ Erase production data [get production daka from fimware file)
[~ Do not reget after upload
[~ Skip fimware checksum verification

 Flash Section:

Upload | Application Files
Nv-RaM Info| | VK PTC. Deme. w

EVK_PTC_Demao_w Freeloader_104
EVE_PTC_Dema_y Freeloader_104 115200
EVK_PTC_Demo_fw_Freeloader_104_14_24_15200
EVK_PTC_Demajw_Freeloader_104_16_78_19200
EVE_PTC_Demal w_Freeloader_anden_clock
EVE_PTC_Demg_w_Freeloader_chk_fej_0«11BF
EVK_PTC_Demp_w_Freeloader_chk_fej| 0x3808
EVK_PTC_Denjo_w_Freeloader_chhk_Fej_Mvi
EVE_PTC Demio_w_Freeloader_with_prod data
EVE_Switch_[emo_w_FreelLoader
EVK_Switch_jemo_w_Freeloader

EVE_Switch Dema_w_FreeLoader_104
EVE_Switch/Demo_w_FreeLoader_104_max_power

—~—

SMAC:AC elerumaIer:VZ_IESl_updala_varsiun
Switch_Dgma

Upload progress: |‘

|Firrmweare downloaded - resets system.

Ready [ Mo v

Figure 6. After a Successful Firmware Upload

NOTE

If the uploaded application uses another baud rate, it is required to
change baud rate values in order to be able to communicate with the
board.
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3.1.4 Using the Help Menu

Click on Help, then Click on the About menu option to see Test Tool version number.

About Test Tool

g ezt Tool'Yerzion 9.0
" Copenght [C] 2004

Figure 7. Test Tool Version

3.1.5 Changing the NVM Data in Flash or File.

If you click on an application in the list, it displays the NVM values in the selected application file. If the
uploaded application supports NVM dump, it is possible to read the NVM from the board.

The NVM data can be changed in two different ways:

1. If the uploaded application does not support NVM data editing it is possible to edit the NVM data
in the application file before it is uploaded to the board and save it back in the application file for
later upload.

2. If the uploaded application does support NVM data editing it is possible to edit the NVM data
after the board has been uploaded with the application. For example, the file contains default
values. The Freescale EVK PTC application supports this feature.

NOTE

No production specific information is available in this example window.

Use caution when editing the clock related configuration values. The
values must match each other. There is no sanity check on the user
entered values, though there a check on length. See the
MC908HCS08GB60/GT60 MCU Data Sheet, MC9S08GB60/D about
how to specify valid register values for the HCSO0S.
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Flazh_File_1

Copyright:

Firrmare Label:

— Syztern Configuration [nformation

[c] Copyright 2004 Freescale Inc. &l rights rezerved
DE Label: MOGOLLOM TAPEATS D18 Wer 1.01

MAC Yersion: tAC FFDDP Yer 1.01 Build: Jun 28 2004 13:33:49

PH'" Werzion: PHY s Mer 1.01 Build: Jun 28 2004 19:33:06

T arget Yersion: PTC Demao “er 0.93 Build: Jul 01 2004 171:21:18

B ootloader Werzion: > o
MY -Fdsh W ersion: 0001 4> -
HEH ﬂ;r;;.;lf::cture. g:gg Application Specific Section > > |

— Clock Related Configuration Yalues

—MAC Addrezs & Funchional Values

—UART Baud Rate

Spztern Bus Frequency: IDHT 1] E: MAC Address: IDHFFFFFFFFFFFFFFFF
Abel Clack Out Setting: ID:-:SE#E 3: Antenna Select; IEI:-:EIEI 3:
Abel HF Calibration: IEI:-:BEN 3: Sleep Mode Enable:; IEI:-:EIEI 3:
—IDC Module
ICGLCT: IDHT a8 E: — Produchion Specific |nformation
|[CGLZ: IEI:-:EEI 3: Hi! Mame Revizion: I
Sernial Mumber: IEI:-:I-I-I-I-I-I-I-I-I-I-I—I-I-I-I—I-I-I-I—I-
—5Self Clocked Filker VMalue ———
ICGFLTU: ID?'C':'2 3: Production Site: IDHFFFF 3:
ICGFLTL: ||:|H4|:| 3: Contry Code:; IUHFF 3:
SCNEDH: IDHDD 3: Production ‘Week Code; IDHFF 3:
SCHEDL: IEI:-:34 3: Production v'ear Code; IEI:-:FF 3:

Load from NV-HﬁMl Save to NY-FaM |

Load from File |

Save to File

Figure 8. System Configuration Window
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3.2 Command Line Version (CMD)

The command line version of the Zigbee Flash Tool must be called with parameters:

Execute ‘Bootloader.exe’ without parameters to show a parameter list:

| C WINDOWS system 32 cnd.exe

G :“Program Files“Freezscale~Test Tool-s1?>Bootloader
Embedded Bootloader version 5.88 — Copyright <C)> 2084

Downloads a 519 Application file down into a ZigBee Device.

Bootloader [drive:llpathlfilename [/CLL:]comportl] L[/BILL:lbaudratell [/E]
[+A1 [-01 [/51

[drive: l[pathlfilename
Specifies drive, directory, andsor file to download.

gt Use specified comport (default COM1i>.
comport COM1, COMZ.._COM256
B

Uze specified bauwdrate <(default 192880).
baudrate 75, 1168, 134, 158, 300, 6B, 1208, 1808, 2480, 4864, 7208
9600, 14400, 19280, 38400, 57600, 115280, 128A00 or 230488

#/E Skip flash erase. This is the default. Use ~—E to erase flash
hefore download.

20 Erase production data ¢get production data from firmuare
file>. This is the default. Use -0 to NOT erase NU RAM data
when wupdating firmware.

A Do not reset after upload. This is the default. Use ~-A to do
automatic reset-sboot after firmware download.

8 Skip firmware checksum verification. This is the default. Use
#—5 to Caleculate and compare checksum when updating firmuware.

C:“Program Files“Freescale“Test Tool“\sl19>_

Figure 9. Command Line Version (Parameter List)
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3.21 Normal Use (Default) Example
”Bootloader EVK PTC Demo.s19 /C:COM2 /B:19200 /-E /-A /-O /-S”

WINDDWSh system32h cmd.exe

C:“Program Files“FreescaleTest Toolsl1%>Bootloader EUK_PIC_Demo.s19 ~C:COMZ /B:mm
19280 ~—E ~-A ~—0 /-8

Downloading EVEK_PTC_Demo.s1? on COM2 [19208681]

Upload progress: 1808

FreeLoader started .,ul::cessl-‘ully.

Flash erased.

C:“Program Files“Freescale~Test Toolws19>_

Figure 10. Command Line Version (Using Several Options)

NOTE
It is not possible to edit NVM data with the CMD version.

3.2.2 Flash Erase Disabled Example
”Bootloader EVK PTC Demo.s19 /C:COM2 /B:19200 /E /-A /-O /-S”

S WINDOWS, system32h cmd.exe

C:vProgram Files“FreescaleTest Tool-sl1%>Bootloader EUK_PIC_Demo.s19 ~C:COMZ /B:mm
19280 ~E ~-h -0 -8

Downloading EUEK PTC Demn.919 on COMZ [1928@1

Upload progress:

FreeLoader started auccessfully.

Flazh was not erased.

Firmware download failed — mismatch found on address=BxEFFE.

519 Data Transfer failed?

Press any key to continue . . .

C:“Program Files“Freezscale~Test Tool-wszl19>

Figure 11. Command Line Version (Flash Erase Disable Option)

NOTE

The flash is not erased and a flash programming error is detected at
address OXEFFE. This is the address of the Embedded Bootloader control
flags, which was not erased. The error message is expected.

Freescale Semiconductor Embedded Bootloader User’'s Guide, Rev. 2.3



3-10 Embedded Bootloader User’s Guide, Rev. 2.3 Freescale Semiconductor



Chapter 4
Public Function Description

The 802.15.4/application code must be linked with the following linker file in order to work with the
Embedded Bootloader interface:

FreeLoader HCS08GB60. ach
NOTE
This file must also be used with the MC908HCS08GT60 MCU.

4.1 Compiler Defines Application

The following compiler #define must be specified to enable Embedded Bootloader functionality in an
802.14.4/application:

#def i ne BOOTLOADER_ENABLED

4.2 Compiler Defines Embedded Bootloader

The following compiler #define must be specified to enable the Embedded Bootloader functionality in the
Embedded Bootloader application:

#def i ne FOR_BOOTLOADER ONLY
#def i ne BOOTLOADER ENABLED

4.3 Embedded Bootloader Support Source Code

The 802.14.4/application must embed some support source code to make an interface to the Embedded
Bootloader application. The needed files are delivered to customers who want to embed the Embedded
Bootloader in their system.

4.4 DigiType.h

This is a C type define for the types described in the following sections.

4.41 Gb60_io.h

This is a standard MC908HCS08GB60 MCU interface file. All peripherals embedded in the MCU are
listed with their absolute addresses.
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NOTE
This file must also be used with the MC908HCS08GT60 MCU.

442 Crt0.c and Crt.h

These files contain the basic init code (basic system clock, memory and stack setup). The normal basic
init file(s) (like the start08.c from Metrowerks) is not needed when the Embedded Bootloader is
embedded. The Embedded Bootloader handles all the basic initialization. In an 802.14.4/application with
Embedded Bootloader, these files only contains the _startupdata structure.

44.3 FreeLoader_inf.c and FreeLoader_inf.h

These are the interface files for the 802.14.4/application. They contain function pointers to function
accessible in the Embedded Bootloader. These files also contain absolute addresses, which should not be
changed.

444 NV _Data.c and NV_Data.h

The NVM is not a part of the Embedded Bootloader. However, it is advised to make the NVM a part of
the 802.14.4/application.

The Embedded Bootloader can use the information in NV memory, but it has default values (safe mode
boot) to cover scenarios where no NV memory is available.

445 ISR Vector Table Location

The Embedded Bootloader redirects the ISR vector table to 0OxOEFCO, i.e. the 802.14.4/application ISR
vector table must be locate at 0OXOEFCO to OxEFFD.

446 Reset Vector Location

The reset vector is in the Embedded Bootloader address space (0xFFFE). The Embedded Bootloader has
2 system variables located where the redirected “reset vector” is locate at OXEFFE to OXEFFF. The
variables control the startup of the Embedded Bootloader.

4.4.7 System Clock Setup

The Embedded Bootloader contains a function ICG_Setup() which is called at power up. Applications can
access this function by calling the FLL ICG_Setup() function. The Embedded Bootloader will setup the
system clock as specified in the NVM section (ICG) if available. If not a default value is used. Thereby
can the application save code space for implementing system clock setup.

The 802.14.4/application can also have an “lost clock lock™ ISR function which calls the FL ICG_Setup()
function. The function must be added to the ISR vector table.
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Here an example of an ISR function to handle lost lock of clock (CLKO):
_interrupt void FLL_Lost_ Lock_ I SR(voi d)
{
/1 Setup |1 CG nodul e again to prevent that system hangs forever.
| CGS1 | = 0x01; // Cear FLL lost |ock interrupt
#i f defined BOOTLOADER ENABLED
FL 1 CG Setup(); // Call 1CG Setup()in Enbedded Boot| oader
#endi f defi ned BOOTLOADER ENABLED

}

4.5 802.15.4 Accessible Functions

The following functions located in the Embedded Bootloader, are made accessible for
802.15.4/applications. For example, an 802.15.4/application is not required to have programming routines
to store data in flash. A function pointer, for each function of the below listed functions, is defined in
Embedded Bootloader Inf.c:

Enabl e_Downl oad_Fi r mnvar e()
Har d_Reset ()

NV_Fl ash_Set up()

Updat e_NV_RAM)

FL_1 CG_Set up()

The Freeloader Inf.h file contains prototypes and must be included in the source file that calls these
functions. They point to the function in the Embedded Bootloader with the same name:

extern Enabl e_Downl coad_Firmvare_ptr_t Enabl e_Downl oad_Fi r mnar e;
extern Hard_Reset ptr_t Hard_Reset;

extern NV_Flash_Setup ptr_t NV_Fl ash_Set up;

extern Update NV_RAM ptr_t Update_ NV_RAM

extern | CG Setup_ptr_t FL_I CG _Set up;

4.6 Enable_Download_Firmware

Prototype:

bool _t Enabl e_Downl oad_Fi r mnar e
(

uint8 t interface_state,

uint8 t firmvare_state

)

Description:

The application must call this function to make the system ready for a new firmware download. The
application must provide a way for the user to interact with the system to call this function. Please note!
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All bits are enabled by default. Bits can only be disabled (erased in flash) — never enabled. The bits are

enabled again by the new firmware.

I nput :

interface _state - The user sel ectable options. The bel ow val ues shoul d be

OR ed together:
Enbedded Boot | oader control fl ags:
#defi ne NO Bl T_ENABLED ((ui nt8_t)0x00)

/1 Option: “Skip flash erase”
#def i ne ERASE_FLASH ((uint8_t)0x01)

/1 Option: “Do not reset after upload”
#def i ne BOOT_AFTER_DOWNLCAD ((uint8_t)0x02)

/1 Option: “Erase production data”
#def i ne KEEP_NV_RAM ((ui nt8_t)0x04)

/1 Option: “Skip firmvare checksum verification”
#def i ne PERFORM_FLASH VERI FI CATI ON ((ui nt8_t)0x08)

NOTE

The Embedded Bootloader control flags correspond to the “optional
firmware upload settings” which can be disabled/enabled in the Zigbee
Flash Tool.(see Section, 1.2.1, Optional Firmware Upload Settings.

The value is inverted. To enable the bit mask option, the setting must be
set to 0. To disable the bit mask option, the setting must be set to 1.

Use firmware state — control if Embedded Bootloader or the application must be started.
To enable download, the setting must be = DO_UPDATE _FIRMWARE.
Enbedded Boot | oader boot fl ag:

Output:

#def i ne EXECUTE_APPLI CATI ON ((ui nt8_t)0x55)
#defi ne DO_UPDATE_FI RMAARE ((ui nt8_t)0x00)
#def i ne FLASH _EMPTY ((ui nt8_t)OxFF)

True - Ready for reset.

False - Something went wrong in changing the state.
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4.7 Hard Reset
Prototype:

voi d Hard_Reset (voi d)
Description:

The application can call this function to make a system reset. The reset is done by executing an illegal
instruction.

Input:
None
Output:

None

4.8 Update_NV_RAM

Prototype:
bool _t Update_NV_RAM
(
NV_RAM Struct _t const *NV_RAM Di stination_ptr,
uint8_t *Source_ptr,
uint16_t Source_Length
)

Description:

The application can call this function to update any NVM parameter with new values specified in the
input parameters. There is no validation of input parameters.

NOTE

NVM can in code be read as a normal construct.

Input:

NV_RAM Distination ptr A pointer to current NV RAM data (ex. The MAC address), which must be changed.
Source ptr A pointer to new NVM data, which must be stored.

Source Length The length (number of bytes) of the new NVM data to store.

Output:

True — NVM data stored.

False - Something went wrong (should never happen).
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4.9 NV_Flash_Setup
Prototype:

voi d NV_Fl ash_Set up(voi d)
Description:

This function should never be called under normal conditions. However, it should be called if any of the
other Embedded Bootloader functions malfunctions. The function sets up the flash functions (again), i.e.
copies the flash routines to RAM for execution and initialize the HCS08 flash module.

Input:
None
Output

None

410 FL_ICG_Setup
Prototype:

void FL_I CG Setup(void)
Description:

This function should never be called directly by the application. The function could be automatically
called if the external system clock is unstable/removed (from ISR function) and on power down/up
(doze). This requires that the FLL ICG_Setup is called from an ISR function.

Input:
None
Output

None
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Chapter 5
Embedded Bootloader Memory Map

Table1l. Zigbee (MC9S08GB60/GT60) 802.15.4 Embedded Bootloader Memory Map

512 Bytes in a physical flash sector

Direct Port Registers

Direct Addressing RAM "Fast
memory"

Sleep variable:
gSeqPowerSaveMode

Embedded Bootloader stack

Unint RAM for init structure
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1800 182B 44 High Page Registers High Page Registers (COP,
(COP, Flash etc.) Flash etc.)
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Embedded Bootloader
function ptrs (8 pieces)

lllegal opcode instruction

Flash routines critical code

(copy to RAM)
127 FFBO FFBF 16 NV Registers NV Registers
127 FFCO FFFD 62 ISR vectors (31 ISR vectors (31 vectors - 25
vectors - 25 implemented)
implemented)
127 FFFE FFFF 2 Reset vector "address | Reset vector "address in
in Bootloader" Bootloader"

65535

Must be = FFFF for
FFFF valid memory map.

NM = No meaning

= May be used by Embedded Bootloader. 802.15.4/App.
can reuse this space (overwrite).

= Used by Embedded Bootloader. Data/code which must be located on the specified
address and (must/will) exists when the application is running
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= May be used by
802.15.4/App.

= Used by 802.15.4/App. Data/code which must be
located on the specified address

If either the Embedded Bootloader and/or the 802.15.4/App. must not use a particular resource the color
from the "General HCS08 Map and Usage" is kept.

Cursive = fixed register and vectors in flash

Bold = MUST be located on this particular address - DO NOT
CHANGE.

Flash sector 120-127 is block protected and cannot be erased by SW.

Embedded Bootloader

Application
RAM 4096 bytes available
bytes available (not including ISR vectors and
Code 4016 reset vector)
bytes available. Read and written by Embedded Bootloader (2 sectors are used,
NV-RAM 1024 so it occupies 1024 bytes flash).
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