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Abstract 
 

 There are a lot of embedded devices that communicate using rs-232 protocol. Such 
devices can be a GPS system, electronic payment systems, sensors, actuators. There are a lot of 
situations when the devices communicate via wireless communications. In such situations the 
data is not secure. For example you want to communicate to a device that is outdoor using 
wireless. You don’t want that someone can read your data, or to make changes in the 
configuration of the device. This transparent secure rs232 bridge can facilitate the security 
requirements of the communication. Imagine that you have a payment terminal in a store and it is 
connected to base block using rs-232 protocol. Fig.1 In this case you have to have the base block 
at each payment station. To facilitate this you can connect the terminal to the secure rs232 bridge 
on one side and to the wireless communication module to the other side. The connection is done 
without problem because the terminal does not need to now that it is communicating via wireless 
or wired link. The data that it is sending will be received at the base station in the same way that 
it was transmitted.  
 

 
      Fig.1 
 
The encryption of the data is done using AES Rijndael algorithm. The data is encrypted in 
packets of 16bytes (128b) using a key of 128b. Since this is a symmetric cipher both the sender 
and the receiver knows the key. To meet the requirements of delay the system accepts data for a 
period of time equal to the period of sending 16bytes over the rs232 link, encode and forward (or 
decode and forward). The partial blocks can be transmitted using implemented communication 
protocol. 
The device is very easy to use. You have to have 2 chips with the same encryption key. Connect 
first (encoding->decoding) port of the chips to the communication ends (equipments).   
 This device has advantage over the commercial AES encryption chips that it does not 
require any additional controller. The speed of encoding is sufficient for rs232 communication 
speed. The usability of the device is only limited by the number of devices that communicates 
using rs232. 
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